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1
??

1.1 ????

• ?????????Invite??????????????????????

• ????????? git , jq , sudo, curl, make, kubectl(kubenetes??)

• NGINX Trial?????????????????Home Directory???

1.2 ???? (UDF(Unified Demonstration Framework)) ???????????

???????LAB??????????????????
???????????????????????????
Google Chrome?Support??????????????????????????????????????????
???UDF Supported Browsers and Clients

1.2.1 Windows Jump Host??RDP??

Windows Jump Host??CLI???????????????RDP Client?????????????????????

5
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Note:

RDP?User????????DETAILS???????General????Credentials??????????
Administrator ???????????

•

•

Windows Jump Host???????????SSH Client???????????????????????????? ubuntu-master
?????????????

•

•

6 Chapter 1. ??
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1.3 HELM????

Helm ?? - Kubernetes??????????? - Helm??Kubernetes ???????????????????????????????? - Ku-
bernetes?????????????????????

???????NGINX Ingress Controller?NGINX Service Mesh?????????????Helm???????????

1.4 ????????????

????????????????????????????????????????

• Namespace nginx-ingress ?NIC? nginx-mesh ?NSM????????? monitor
??????????????????

• NSM?Sidecar????????Namespace??? prod ? staging ? legacy ????????

• NSM?????????????????? nic2 ???NIC????????

• NSM?Sidecar????????????????????? nic1 ???NIC????????

• Grafana?Datasouce??? Prometheus ? Loki ? Jaeger ??????????????????????

1.3. HELM???? 7
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8 Chapter 1. ??



2
NGINX NIC / NSM ???????

2.1 1. ?????????HELM???????

??????????????

cd ~/
git clone https://github.com/BeF5/f5j-nsm-lab.git
cd ~/f5j-nsm-lab/prep

NSM?????Namespace??????

# cd ~/f5j-nsm-lab/prep
kubectl apply -f nsm-demo-ns.yaml

Listing 1: ????????

1 namespace/prod created
2 namespace/staging created
3 namespace/legacy created

?????????HELM????????????????? HELM?install????

curl https://baltocdn.com/helm/signing.asc | gpg --dearmor | sudo tee /usr/share/
→˓keyrings/helm.gpg > /dev/null
echo "deb [arch=$(dpkg --print-architecture) signed-by=/usr/share/keyrings/helm.gpg]
→˓https://baltocdn.com/helm/stable/debian/ all main" | sudo tee /etc/apt/sources.list.
→˓d/helm-stable-debian.list
sudo apt-get update
sudo apt-get install helm

???HELM??????????????????

helm version

Listing 2: ????????

1 version.BuildInfo{Version:"v3.10.2", GitCommit:
→˓"50f003e5ee8704ec937a756c646870227d7c8b58", GitTreeState:"clean", GoVersion:"go1.18.
→˓8"}

9
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?????????????

cd ~/
git clone https://github.com/BeF5/f5j-nginx-observability-lab.git --branch v1.1.0

2.2 2. NSM???????

?????????????

cd ~/
git clone https://github.com/nginxinc/nginx-service-mesh --branch v1.6.0
cd ~/nginx-service-mesh

???????????Version???????????

## cd ~/nginx-service-mesh
git show -s

Listing 3: ????????

1 commit bb6d6f4e8443deda81932057d0f97d9ab4f6e23a (HEAD, tag: v1.6.0, origin/main,
→˓origin/HEAD)

2 Merge: e0297f0 066bc5d
3 Author: Saylor Berman <s.berman@f5.com>
4 Date: Tue Nov 1 12:06:58 2022 -0600
5

6 Merge pull request #82 from nginxinc/release-1.6.0
7

8 Helm release - 1.6.0

Helm?NSM??????????????????????????????
Default??? GitHub nginx-service-mesh/helm-chart/values.yaml ?????????????

cat ~/f5j-nginx-observability-lab/prep/helm/nsm-values.yaml

Listing 4: ????????

1 # NGINX Service Mesh image registry settings.
2 registry:
3 # Hostname:port (if needed) for registry and path to images.
4 # Affects: nginx-mesh-api, nginx-mesh-cert-reloader, nginx-mesh-init, nginx-mesh-

→˓metrics, nginx-mesh-sidecar
5 server: "docker-registry.nginx.com/nsm"
6

7 # Tag used for pulling images from registry
8 # Affects: nginx-mesh-api, nginx-mesh-cert-reloader, nginx-mesh-init, nginx-mesh-

→˓metrics, nginx-mesh-sidecar
9 imageTag: "1.6.0"

10

11 # Environment to deploy the mesh into.
12 # Valid values: kubernetes, openshift

(continues on next page)

10 Chapter 2. NGINX NIC / NSM ???????
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(continued from previous page)

13 environment: "kubernetes"
14

15 # Enable UDP traffic proxying (beta). Linux kernel 4.18 or greater is required.
16 enableUDP: false
17

18 # NGINX log format.
19 # Valid values: default, json
20 nginxLogFormat: "json"
21

22 # NGINX load balancing method.
23 # Valid values: [least_conn, least_time, least_time last_byte, least_time last_byte

→˓inflight,
24 # random, random two, random two least_conn, random two least_time, random two least_

→˓time=last_byte, round_robin]
25 nginxLBMethod: "round_robin"
26

27 # The address of a Prometheus server deployed in your Kubernetes cluster.
28 # Address should be in the format <service-name>.<namespace>:<service-port>.
29 prometheusAddress: "prometheus-server.monitor:80"
30

31 # Globally disable automatic sidecar injection upon resource creation.
32 # Use either "enabledNamespaces" or a namespace label to enable automatic injection.
33 disableAutoInjection: true
34

35 # Enable automatic sidecar injection for specific namespaces.
36 # Must be used with "disableAutoInjection".
37 enabledNamespaces: [ staging , prod ]
38

39 # NGINX Service Mesh tracing settings. Deprecated in favor of telemetry.
40 # Cannot be set when telemetry is set.
41 # If deploying with tracing, uncomment the following object and set the telemetry

→˓object to {}.
42 tracing:
43 # The address of a tracing server deployed in your Kubernetes cluster.
44 # Address should be in the format <service-name>.<namespace>:<service_port>.
45 address: "jaeger-agent.monitor:6831"
46

47 # The tracing backend that you want to use.
48 # Valid values: datadog, jaeger, zipkin
49 backend: "jaeger"
50

51 # The sample rate to use for tracing. Float between 0 and 1.
52 sampleRate: 1
53

54 mtls:
55 # mTLS mode for pod-to-pod communication.
56 # Valid values: off, permissive, strict
57 mode: "strict"
58

59 # Use persistent storage; "on" assumes that a StorageClass exists.
60 # Valid values: on, off
61 persistentStorage: "off"

• 29???Prometheus?45???49???Jaeger?????????

• 52???????????Trace?????????????????SampleRate 1 ??????

• 33,37?? Inject??????Namespace???

2.2. 2. NSM??????? 11
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NSM????????

cd ~/nginx-service-mesh/helm-chart
cp ~/f5j-nginx-observability-lab/prep/helm/nsm-values.yaml .
helm upgrade --install nsm -f nsm-values.yaml . \
--namespace nginx-mesh \
--create-namespace

• -f ?????????????????????????Helm???????????????????

• –namespace ??????Helm?????Namespace??????

• –create-namespace ??????Namespace?????????Helm?????????????

Listing 5: ????????

1 Release "nsm" does not exist. Installing it now.
2 NAME: nsm
3 LAST DEPLOYED: Thu Jun 30 06:46:04 2022
4 NAMESPACE: nginx-mesh
5 STATUS: deployed
6 REVISION: 1
7 TEST SUITE: None
8 NOTES:
9 NGINX Service Mesh has been installed. Ensure all NGINX Service Mesh Pods are in the

→˓Ready state before deploying your apps.

?????????????

helm list -n nginx-mesh

Listing 6: ????????

1 NAME NAMESPACE REVISION UPDATED
→˓STATUS CHART APP VERSION

2 nsm nginx-mesh 1 2022-06-30 06:46:04.963589733 +0000 UTC
→˓deployed nginx-service-mesh-0.4.1 1.4.1

Pod????????????????????????????

kubectl get pod -n nginx-mesh

Listing 7: ????????

1 NAME READY STATUS RESTARTS AGE
2 nats-server-cf97cf4f4-9ggnq 2/2 Running 0 92s
3 nginx-mesh-api-5c99b4df77-8kmw9 1/1 Running 0 92s
4 nginx-mesh-metrics-5d856c4dfc-fhw7d 1/1 Running 0 92s
5 spire-agent-x4smj 1/1 Running 0 93s
6 spire-server-66c596b85c-gfkz2 2/2 Running 0 92s

2.3 3. NIC???????

?????????????

??????????

12 Chapter 2. NGINX NIC / NSM ???????



F5 Networks Japan Technical Information Documentation

cd ~/
git clone https://github.com/nginxinc/kubernetes-ingress.git --branch v2.4.1
cd ~/kubernetes-ingress/

???????????Version???????????

## cd ~/kubernetes-ingress/
git show -s

Listing 8: ????????

1 commit 413c0bb5761b1796d2e8490f4bb34881e144ab8d (HEAD, tag: v2.4.1)
2 Author: Jakub Jarosz <99677300+jjngx@users.noreply.github.com>
3 Date: Thu Oct 20 00:07:37 2022 +0100
4

5 Release 2.4.1 (#3184)
6

7 Co-authored-by: Luca Comellini <luca.com@gmail.com>

NAP DoS ? Arbitator ????????

cd ~/kubernetes-ingress/deployments/helm-chart-dos-arbitrator
helm upgrade --install appdos-arbitrator . \
--namespace nginx-ingress \
--create-namespace

Listing 9: ????????

1 Release "appdos-arbitrator" does not exist. Installing it now.
2 NAME: appdos-arbitrator
3 LAST DEPLOYED: Tue Jun 28 12:32:37 2022
4 NAMESPACE: nginx-ingress
5 STATUS: deployed
6 REVISION: 1
7 TEST SUITE: None

?????????????

helm list -n nginx-ingress

Listing 10: ????????

1 NAME NAMESPACE REVISION UPDATED
→˓ STATUS CHART APP VERSION

2 appdos-arbitrator nginx-ingress 1 2022-06-28 12:32:37.157945967
→˓+0000 UTC deployed nginx-appprotect-dos-arbitrator-0.1.0 1.1.0

Pod????????????????????????????

kubectl get pod -n nginx-ingress | grep dos

2.3. 3. NIC??????? 13
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Listing 11: ????????

1 appdos-arbitrator-nginx-appprotect-dos-arbitrator-844bdf64qjw9l 1/1 Running 0
→˓ 23s

NIC????????????????
?????????????????????? ??: NIC????????? ???????
(???????????5?????????????)

cd ~/kubernetes-ingress/
cp ~/nginx-repo* .
ls nginx-repo.*
make debian-image-nap-dos-plus PREFIX=registry.example.com/root/nic/nginxplus-ingress-
→˓nap-dos TARGET=container TAG=2.4.1
docker login registry.example.com
Username: root << ????????
Password: password << ????????

docker push registry.example.com/root/nic/nginxplus-ingress-nap-dos:2.4.1

NIC?????????

NSM?????????????????????? nic1 ??
??????????????????????? nic2 ?????????

nic1 ????????????????????
Default??? GitHub kubernetes-ingress/deployments/helm-chart/values.yaml ?????????????

cat ~/f5j-nginx-observability-lab/prep/helm/nic1-addvalue.yaml

Listing 12: ????????

1 nginxServiceMesh:
2 enable: true
3 enableEgress: true
4

5 controller:
6 nginxplus: true
7 image:
8 repository: registry.example.com/root/nic/nginxplus-ingress-nap-dos
9 tag: "2.4.1"

10

11 ## Support for App Protect
12 appprotect:
13 enable: true
14

15 ## Support for App Protect Dos
16 appprotectdos:
17 enable: true

(continues on next page)

14 Chapter 2. NGINX NIC / NSM ???????

https://f5j-nginx-ingress-controller-lab1.readthedocs.io/en/latest/class1/module2/module2.html#id1
https://github.com/nginxinc/kubernetes-ingress/blob/main/deployments/helm-chart/values.yaml


F5 Networks Japan Technical Information Documentation

(continued from previous page)

18

19 ingressClass: nginx
20

21 ## Enable the custom resources.
22 enableCustomResources: true
23

24 ## Enable preview policies. This parameter is deprecated. To enable OIDC Policies
→˓please use controller.enableOIDC instead.

25 enablePreviewPolicies: false
26

27 ## Enable OIDC policies.
28 enableOIDC: true
29

30 globalConfiguration:
31 ## Creates the GlobalConfiguration custom resource. Requires controller.

→˓enableCustomResources.
32 create: true
33

34 ## The spec of the GlobalConfiguration for defining the global configuration
→˓parameters of the Ingress Controller.

35 spec: {}
36 # listeners:
37 # - name: dns-udp
38 # port: 5353
39 # protocol: UDP
40 # - name: dns-tcp
41 # port: 5353
42 # protocol: TCP
43

44 ## Enable custom NGINX configuration snippets in Ingress, VirtualServer,
→˓VirtualServerRoute and TransportServer resources.

45 enableSnippets: true
46

47 service:
48 ## Creates a service to expose the Ingress Controller pods.
49 create: true
50 ## The type of service to create for the Ingress Controller.
51 type: NodePort
52

53 ## Enable collection of latency metrics for upstreams. Requires prometheus.create.
54 enableLatencyMetrics: true
55

56 prometheus:
57 ## Expose NGINX or NGINX Plus metrics in the Prometheus format.
58 create: true
59

60 ## Configures the port to scrape the metrics.
61 port: 9113
62

63 ## Specifies the namespace/name of a Kubernetes TLS Secret which will be used to
→˓protect the Prometheus endpoint.

64 secret: ""
65

66 ## Configures the HTTP scheme used.
67 scheme: http

• 1-3???NSM?????????????

2.3. 3. NIC??????? 15
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• 6-9???NGINX Plus????????????Image????????

• 12-13???NAP WAF??16-17???NAP DoS?????????

• 19???Ingress Class??? nginx ????????

• 56-67???Prometheus?????????????????

??? nic2 ???????????????????? nic1 ?????????????

cat ~/f5j-nginx-observability-lab/prep/helm/nic2-addvalue.yaml

Listing 13: ????????

1 nginxServiceMesh:
2 enable: false
3 enableEgress: false
4

5 controller:
6 nginxplus: true
7 image:
8 repository: registry.example.com/root/nic/nginxplus-ingress-nap-dos
9 tag: "2.4.1"

10

11 ## Support for App Protect
12 appprotect:
13 enable: true
14

15 ## Support for App Protect Dos
16 appprotectdos:
17 enable: true
18

19 ingressClass: nginx2
20

21 ## Enable the custom resources.
22 enableCustomResources: true
23

24 ## Enable preview policies. This parameter is deprecated. To enable OIDC Policies
→˓please use controller.enableOIDC instead.

25 enablePreviewPolicies: false
26

27 ## Enable OIDC policies.
28 enableOIDC: true
29

30 globalConfiguration:
31 ## Creates the GlobalConfiguration custom resource. Requires controller.

→˓enableCustomResources.
32 create: true
33

34 ## The spec of the GlobalConfiguration for defining the global configuration
→˓parameters of the Ingress Controller.

35 spec: {}
36 # listeners:
37 # - name: dns-udp
38 # port: 5353
39 # protocol: UDP
40 # - name: dns-tcp
41 # port: 5353
42 # protocol: TCP

(continues on next page)

16 Chapter 2. NGINX NIC / NSM ???????
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(continued from previous page)

43

44 ## Enable custom NGINX configuration snippets in Ingress, VirtualServer,
→˓VirtualServerRoute and TransportServer resources.

45 enableSnippets: true
46

47 service:
48 ## Creates a service to expose the Ingress Controller pods.
49 create: true
50 ## The type of service to create for the Ingress Controller.
51 type: NodePort
52

53 ## Enable collection of latency metrics for upstreams. Requires prometheus.create.
54 enableLatencyMetrics: true
55

56 prometheus:
57 ## Expose NGINX or NGINX Plus metrics in the Prometheus format.
58 create: true
59

60 ## Configures the port to scrape the metrics.
61 port: 9113
62

63 ## Specifies the namespace/name of a Kubernetes TLS Secret which will be used to
→˓protect the Prometheus endpoint.

64 secret: ""
65

66 ## Configures the HTTP scheme used.
67 scheme: http

• NSM?????????????1-3????????(false)??????

• 19???Ingress Class??? nginx2 ????????? (nic1?nginx)

NIC????????????

cd ~/kubernetes-ingress/deployments/helm-chart
cp ~/f5j-nginx-observability-lab/prep/helm/nic1-addvalue.yaml .
cp ~/f5j-nginx-observability-lab/prep/helm/nic2-addvalue.yaml .
helm upgrade --install nic1 -f nic1-addvalue.yaml . -n nginx-ingress
helm upgrade --install nic2 -f nic2-addvalue.yaml . -n nginx-ingress

??????????????

helm list -n nginx-ingress

Listing 14: ????????

1 NAME NAMESPACE REVISION UPDATED
→˓ STATUS CHART APP VERSION

2 appdos-arbitrator nginx-ingress 1 2022-06-28 22:45:48.828679008
→˓+0000 UTC deployed nginx-appprotect-dos-arbitrator-0.1.0 1.1.0

3 nic1 nginx-ingress 1 2022-06-30 07:43:18.437887299
→˓+0000 UTC deployed nginx-ingress-0.13.2 2.2.2

4 nic2 nginx-ingress 1 2022-06-30 07:44:26.615809096
→˓+0000 UTC deployed

Pod???????????????????

2.3. 3. NIC??????? 17
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kubectl get pod -n nginx-ingress

Listing 15: ????????

1 NAME READY STATUS
→˓RESTARTS AGE

2 appdos-arbitrator-nginx-appprotect-dos-arbitrator-844bdf64qjw9l 1/1 Running 1
→˓(25h ago) 32h

3 nic1-nginx-ingress-69d574d9fb-lnv9f 1/1 Running 0
→˓ 81s

4 nic2-nginx-ingress-857cf9d78d-vzh9w 1/1 Running 0
→˓ 12s

NIC???????????????????

NodePort??????????

kubectl get svc -n nginx-ingress | grep nginx-ingress

Listing 16: ????????

1 nic1-nginx-ingress NodePort 10.104.228.200 <none> 80:31430/TCP,
→˓443:32486/TCP 154m

2 nic2-nginx-ingress NodePort 10.106.138.240 <none> 80:30730/TCP,
→˓443:31903/TCP 152m

?????????????????????????????????????NGINX??????????

vi ~/f5j-nsm-lab/prep/nginx.conf

????????????????NodePort??????????????????????????NGINX???????

Listing 17: nginx.conf

1 # TCP/UDP load balancing
2 #
3 stream {
4 ## TCP/UDP LB for NIC/NSM ingressclass
5 server {
6 listen 80;
7 proxy_pass localhost:31430; # nic1 http port of NodePort
8 }
9 server {

10 listen 443;
11 proxy_pass localhost:32486; # nic 1 https port of NodePort
12 }
13

14

15 ## TCP/UDP LB for NIC2 nginx2 ingressclass
16 server {
17 listen 8080;
18 proxy_pass localhost:30730; # nic2 http port of NodePort
19 }
20 server {
21 listen 8443;
22 proxy_pass localhost:31903; # nic2 https port of NodePort
23 }

(continues on next page)

18 Chapter 2. NGINX NIC / NSM ???????
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(continued from previous page)

24

25 }

?????????????

sudo cp /etc/nginx/nginx.conf /etc/nginx/nginx.conf-
sudo cp ~/f5j-nsm-lab/prep/nginx.conf /etc/nginx/nginx.conf
sudo nginx -s reload

2.3. 3. NIC??????? 19
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20 Chapter 2. NGINX NIC / NSM ???????



3
??????????????

3.1 1. Prometheus?????

Helm?????????Default????NIC?NSM???????????????????Prometheus??????????

Prometheus?????????????????????

• Prometheus Overview

Prometheus??????????

cat ~/f5j-nginx-observability-lab/prep/helm/prometheus-nginx-mesh-and-ingress-scrape-
→˓config.yaml

Listing 1: ????????

1 - job_name: 'nginx-mesh-sidecars'
2 kubernetes_sd_configs:
3 - role: pod
4 relabel_configs:
5 - source_labels: [__meta_kubernetes_pod_container_name]
6 action: keep
7 regex: nginx-mesh-sidecar
8 - action: labelmap
9 regex: __meta_kubernetes_pod_label_nsm_nginx_com_(.+)

10 - action: labeldrop
11 regex: __meta_kubernetes_pod_label_nsm_nginx_com_(.+)
12 - action: labelmap
13 regex: __meta_kubernetes_pod_label_(.+)
14 - source_labels: [__meta_kubernetes_namespace]
15 action: replace
16 target_label: namespace
17 - source_labels: [__meta_kubernetes_pod_name]
18 action: replace
19 target_label: pod
20 - job_name: 'nginx-plus-ingress'
21 kubernetes_sd_configs:
22 - role: pod
23 relabel_configs:
24 - source_labels: [__meta_kubernetes_pod_container_name]

(continues on next page)
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25 action: keep
26 regex: nginx-plus-ingress
27 - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scrape]
28 action: keep
29 regex: true
30 - source_labels: [__address__, __meta_kubernetes_pod_annotation_prometheus_io_

→˓port]
31 action: replace
32 target_label: __address__
33 regex: (.+)(?::\d+);(\d+)
34 replacement: $1:$2
35 - source_labels: [__meta_kubernetes_namespace]
36 action: replace
37 target_label: namespace
38 - source_labels: [__meta_kubernetes_pod_name]
39 action: replace
40 target_label: pod
41 - action: labelmap
42 regex: __meta_kubernetes_pod_label_nsm_nginx_com_(.+)
43 - action: labeldrop
44 regex: __meta_kubernetes_pod_label_nsm_nginx_com_(.+)
45 - action: labelmap
46 regex: __meta_kubernetes_pod_label_(.+)
47 - action: labelmap
48 regex: __meta_kubernetes_pod_annotation_nsm_nginx_com_enable_(.+)
49 metric_relabel_configs:
50 - source_labels: [__name__]
51 regex: 'nginx_ingress_controller_upstream_server_response_latency_ms(.+)'
52 target_label: __name__
53 replacement: 'nginxplus_upstream_server_response_latency_ms$1'
54 - source_labels: [__name__]
55 regex: 'nginx_ingress_nginxplus(.+)'
56 target_label: __name__
57 replacement: 'nginxplus$1'
58 - source_labels: [service]
59 target_label: dst_service
60 - source_labels: [resource_namespace]
61 target_label: dst_namespace
62 - source_labels: [pod_owner]
63 regex: '(.+)\/(.+)'
64 target_label: dst_$1
65 replacement: $2
66 - action: labeldrop
67 regex: pod_owner
68 - source_labels: [pod_name]
69 target_label: dst_pod

• 1???NGINX Service Mesh????????

• 20???NGINX Ingress Controller?????

????? --set-file extraScrapeConfigs ?????????????
kubernetes_sd_configs ? Pod ?????Prometheus?Pod?Metrics?Scarpe???????????????????????

• Prometheus CONFIGURATION kubernetes_sd_configs

22 Chapter 3. ??????????????
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?????????PersistentVolume??????????????????

cat ~/f5j-nginx-observability-lab/prep/helm/prometheus-addvalue.yaml

Listing 2: ????????

1 alertmanager:
2 persistentVolume:
3 enabled: false
4 server:
5 persistentVolume:
6 enabled: false

Prometheus????????

cd ~/f5j-nginx-observability-lab/prep/helm/
helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm upgrade --install prometheus prometheus-community/prometheus \
-f prometheus-addvalue.yaml \
--set-file extraScrapeConfigs=prometheus-nginx-mesh-and-ingress-scrape-config.yaml \
--namespace monitor \
--create-namespace

Listing 3: ????????

1 Release "prometheus" does not exist. Installing it now.
2 NAME: prometheus
3 LAST DEPLOYED: Thu Jun 30 08:29:17 2022
4 NAMESPACE: monitor
5 STATUS: deployed
6 REVISION: 1
7 TEST SUITE: None
8 NOTES:
9 The Prometheus server can be accessed via port 80 on the following DNS name from

→˓within your cluster:
10 prometheus-server.monitor.svc.cluster.local
11

12

13 Get the Prometheus server URL by running these commands in the same shell:
14 export POD_NAME=$(kubectl get pods --namespace monitor -l "app=prometheus,

→˓component=server" -o jsonpath="{.items[0].metadata.name}")
15 kubectl --namespace monitor port-forward $POD_NAME 9090
16 #################################################################################
17 ###### WARNING: Persistence is disabled!!! You will lose your data when #####
18 ###### the Server pod is terminated. #####
19 #################################################################################
20

21

22 The Prometheus alertmanager can be accessed via port 80 on the following DNS name
→˓from within your cluster:

23 prometheus-alertmanager.monitor.svc.cluster.local
24

25

26 Get the Alertmanager URL by running these commands in the same shell:
27 export POD_NAME=$(kubectl get pods --namespace monitor -l "app=prometheus,

→˓component=alertmanager" -o jsonpath="{.items[0].metadata.name}")
28 kubectl --namespace monitor port-forward $POD_NAME 9093

(continues on next page)
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29 #################################################################################
30 ###### WARNING: Persistence is disabled!!! You will lose your data when #####
31 ###### the AlertManager pod is terminated. #####
32 #################################################################################
33 #################################################################################
34 ###### WARNING: Pod Security Policy has been moved to a global property. #####
35 ###### use .Values.podSecurityPolicy.enabled with pod-based #####
36 ###### annotations #####
37 ###### (e.g. .Values.nodeExporter.podSecurityPolicy.annotations) #####
38 #################################################################################
39

40

41 The Prometheus PushGateway can be accessed via port 9091 on the following DNS name
→˓from within your cluster:

42 prometheus-pushgateway.monitor.svc.cluster.local
43

44

45 Get the PushGateway URL by running these commands in the same shell:
46 export POD_NAME=$(kubectl get pods --namespace monitor -l "app=prometheus,

→˓component=pushgateway" -o jsonpath="{.items[0].metadata.name}")
47 kubectl --namespace monitor port-forward $POD_NAME 9091
48

49 For more information on running Prometheus, visit:
50 https://prometheus.io/

??????????????

helm list -n monitor | grep prometheus

Listing 4: ????????

1 prometheus monitor 1 2022-06-30 08:29:17.059609279 +0000
→˓UTC deployed prometheus-15.10.1 2.34.0

Pod???????????????????

kubectl get pod -n monitor | grep prometheus

Listing 5: ????????

1 prometheus-alertmanager-6b5498dfc7-l5pdj 2/2 Running 0 70s
2 prometheus-kube-state-metrics-748fc7f64-scxqh 1/1 Running 0 69s
3 prometheus-node-exporter-wqh9d 1/1 Running 0 70s
4 prometheus-pushgateway-b6c9dc7db-6xgb4 1/1 Running 0 69s
5 prometheus-server-656659dfc6-fkwwm 2/2 Running 0 69s

3.2 2. Grafana Loki?????

Helm?????????Default?????Loki????????Kubernets Node????????Pod??????????
??????????????????????????????????

???????????Loki???Promtail?Grafana?????????

Loki?????????????????????????????
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• Promtail Scraping

• Loki LogQL

Helm???????Loki??????????

cat ~/f5j-nginx-observability-lab/prep/helm/loki-scrape.yaml

Listing 6: ????????

1 - job_name: kubernetes-pods
2 pipeline_stages:
3 - cri: {}
4 - json:
5 expressions:
6 log:
7 - labels:
8 log:
9

10 - match:
11 pipeline_name: "accesslog"
12 selector: '{namespace="nginx-ingress"} |~ "logtype##: ##accesslog"'
13 stages:
14 - json:
15 expressions:
16 log:
17 - replace:
18 expression: "(\"+)"
19 replace: "%22"
20 source: log
21 - replace:
22 expression: "(##)"
23 replace: "\""
24 source: log
25 - output:
26 source: log
27

28 - match:
29 pipeline_name: "securitylog"
30 selector: '{namespace="nginx-ingress"} |~ "logtype##: ##securitylog"'
31 stages:
32 - json:
33 expressions:
34 log:
35 - replace:
36 expression: "(N/A)"
37 replace: "-"
38 source: log
39 - replace:
40 expression: "(\"+)"
41 replace: "%22"
42 source: log
43 - replace:
44 expression: "(##)"
45 replace: "\""
46 source: log
47 - output:
48 source: log

(continues on next page)
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49

50 kubernetes_sd_configs:
51 - role: pod
52 relabel_configs:
53 - source_labels:
54 - __meta_kubernetes_pod_controller_name
55 regex: ([0-9a-z-.]+?)(-[0-9a-f]{8,10})?
56 action: replace
57 target_label: __tmp_controller_name
58 - source_labels:
59 - __meta_kubernetes_pod_label_app_kubernetes_io_name
60 - __meta_kubernetes_pod_label_app
61 - __tmp_controller_name
62 - __meta_kubernetes_pod_name
63 regex: ^;*([^;]+)(;.*)?$
64 action: replace
65 target_label: app
66 - source_labels:
67 - __meta_kubernetes_pod_label_app_kubernetes_io_component
68 - __meta_kubernetes_pod_label_component
69 regex: ^;*([^;]+)(;.*)?$
70 action: replace
71 target_label: component
72 - action: replace
73 source_labels:
74 - __meta_kubernetes_pod_node_name
75 target_label: node_name
76 - action: replace
77 source_labels:
78 - __meta_kubernetes_namespace
79 target_label: namespace
80 - action: replace
81 replacement: $1
82 separator: /
83 source_labels:
84 - namespace
85 - app
86 target_label: job
87 - action: replace
88 source_labels:
89 - __meta_kubernetes_pod_name
90 target_label: pod
91 - action: replace
92 source_labels:
93 - __meta_kubernetes_pod_container_name
94 target_label: container
95 - action: replace
96 replacement: /var/log/pods/*$1/*.log
97 separator: /
98 source_labels:
99 - __meta_kubernetes_pod_uid

100 - __meta_kubernetes_pod_container_name
101 target_label: __path__
102 - action: replace
103 regex: true/(.*)
104 replacement: /var/log/pods/*$1/*.log

(continues on next page)
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105 separator: /
106 source_labels:
107 - __meta_kubernetes_pod_annotationpresent_kubernetes_io_config_hash
108 - __meta_kubernetes_pod_annotation_kubernetes_io_config_hash
109 - __meta_kubernetes_pod_container_name
110 target_label: __path__

• 50-51??? kubernetes_sd_configs ? pod ??????Node????????Pod??????????????????50?????Helm??????????????????????

• 2??? cri ?????????3-8??? json ??????log ????????

• 10-26????8????????? log ??????? match ?????NGINX? accesslog ???????????????

• 28-48????10-26????? match ?????NAP WAF? securitylog ???????????????

??????????Syslog Server?????????

cat ~/f5j-nginx-observability-lab/prep/helm/loki-scrape-addvalue.yaml

Listing 7: ????????

1 # this is extraScrapeCOnfig
2 - job_name: syslog
3 syslog:
4 listen_address: 0.0.0.0:1514
5 labels:
6 job: "syslog"
7 relabel_configs:
8 - source_labels: ['__syslog_message_hostname']
9 target_label: 'host'

???Loki????????????????????

• GitHub helm-charts/charts/loki-stack/

• GitHub helm-charts/charts/loki-stack/values.yaml

Loki????????

## cd ~/f5j-nginx-observability-lab/prep/helm/
helm repo add grafana https://grafana.github.io/helm-charts
helm upgrade --install loki grafana/loki-stack -n monitor \
--set grafana.enabled=true \
--set-file promtail.config.snippets.extraScrapeConfigs=loki-scrape-addvalue.yaml \
--set-file promtail.config.snippets.scrapeConfigs=loki-scrape.yaml

Listing 8: ????????

1 Release "loki" does not exist. Installing it now.
2 W0630 10:11:21.164451 201978 warnings.go:70] policy/v1beta1 PodSecurityPolicy is

→˓deprecated in v1.21+, unavailable in v1.25+
3 W0630 10:11:21.167201 201978 warnings.go:70] policy/v1beta1 PodSecurityPolicy is

→˓deprecated in v1.21+, unavailable in v1.25+
4 W0630 10:11:21.169425 201978 warnings.go:70] policy/v1beta1 PodSecurityPolicy is

→˓deprecated in v1.21+, unavailable in v1.25+
5 W0630 10:11:21.345337 201978 warnings.go:70] policy/v1beta1 PodSecurityPolicy is

→˓deprecated in v1.21+, unavailable in v1.25+
6 W0630 10:11:21.346284 201978 warnings.go:70] policy/v1beta1 PodSecurityPolicy is

→˓deprecated in v1.21+, unavailable in v1.25+
(continues on next page)
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7 W0630 10:11:21.346657 201978 warnings.go:70] policy/v1beta1 PodSecurityPolicy is
→˓deprecated in v1.21+, unavailable in v1.25+

8 NAME: loki
9 LAST DEPLOYED: Thu Jun 30 10:11:19 2022

10 NAMESPACE: monitor
11 STATUS: deployed
12 REVISION: 1
13 NOTES:
14 The Loki stack has been deployed to your cluster. Loki can now be added as a

→˓datasource in Grafana.
15

16 See http://docs.grafana.org/features/datasources/loki/ for more detail.

??????????????

helm list -n monitor | grep loki

Listing 9: ????????

1 loki monitor 1 2022-06-30 10:11:19.749832951 +0000
→˓UTC deployed loki-stack-2.6.5 v2.4.2

Pod???????????????????

kubectl get pod -n monitor | grep loki

Listing 10: ????????

1 loki-0 1/1 Running 0 2m19s
2 loki-grafana-668cc48b7f-4t5cq 2/2 Running 0 2m19s
3 loki-promtail-gcqck 1/1 Running 0 2m19s
4 loki-promtail-xfznr 1/1 Running 0 2m19s

3.3 3. Jaeger?????

????????all-in-one ?Jaeger?????????
Helm???????Jaeger??????????

Jaeger?????????????????

• JAEGER Getting Started

cat ~/f5j-nginx-observability-lab/prep/helm/jaeger-addvalues.yaml

Listing 11: ????????

1 provisionDataStore:
2 cassandra: false
3 elasticsearch: false
4 kafka: false
5

(continues on next page)
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6 allInOne:
7 enabled: true
8 # image: jaegertracing/all-in-one
9 # tag: 1.29.0

10 ingress:
11 enabled: false
12

13 collector:
14 enabled: false
15 query:
16 enabled: false
17 agent:
18 enabled: false

• 6-7??? allInOne ??????????????????????????????????????

Jaeger?????????????????????????????

• GitHub helm-charts/charts/jaeger/

• GitHub helm-charts/charts/jaeger/values.yaml

Jaeger????????

## cd ~/f5j-nginx-observability-lab/prep/helm/
helm repo add jaegertracing https://jaegertracing.github.io/helm-charts
helm upgrade --install jaeger jaegertracing/jaeger -n monitor -f jaeger-addvalues.yaml

Listing 12: ????????

1 Release "jaeger" does not exist. Installing it now.
2 NAME: jaeger
3 LAST DEPLOYED: Thu Jun 30 10:37:49 2022
4 NAMESPACE: monitor
5 STATUS: deployed
6 REVISION: 1
7 TEST SUITE: None
8 NOTES:
9 ###################################################################

10 ### IMPORTANT: Ensure that storage is explicitly configured ###
11 ### Default storage options are subject to change. ###
12 ### ###
13 ### IMPORTANT: The use of <component>.env: {...} is deprecated. ###
14 ### Please use <component>.extraEnv: [] instead. ###
15 ###################################################################
16

17 You can log into the Jaeger Query UI here:
18

19 export POD_NAME=$(kubectl get pods --namespace monitor -l "app.kubernetes.io/
→˓instance=jaeger,app.kubernetes.io/com
→˓ponent=query" -o jsonpath="{.items[0].metadata.name}")

20 echo http://127.0.0.1:8080/
21 kubectl port-forward --namespace monitor $POD_NAME 8080:16686

??????????????

helm list -n monitor | grep jaeger

3.3. 3. Jaeger????? 29
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Listing 13: ????????

1 jaeger monitor 1 2022-06-30 10:37:49.835438814 +0000
→˓UTC deployed jaeger-0.56.8 1.30.0

Pod???????????????????

kubectl get pod,svc -n monitor | grep jaeger

Listing 14: ????????

1 pod/jaeger-7896dffdb6-gmlp8 1/1 Running 0 77s
2 service/jaeger-agent ClusterIP None <none>

→˓5775/UDP,5778/TCP,6831/UDP,6832/UDP 82s
3 service/jaeger-collector ClusterIP None <none>

→˓9411/TCP,14250/TCP,14267/TCP,14268/TCP 82s
4 service/jaeger-query ClusterIP None <none>

→˓16686/TCP,16685/TCP 82s

3.4 Tips1. Helm?????????????????????

Tips2?????????????Helm????????????????
????????????????????????????????????????

Prometheus??????????????????

• 1. ????????????????Helm Chart??Chart?????GitHub?????????

– Prometheus helm-charts

– GitHub helm-charts/prometheus

– GitHub helm-charts/prometheus values.yaml

• 2. ???????????????

• 3. ??????????????helm get ?????????????????

$ helm get -h

This command consists of multiple subcommands which can be used to
get extended information about the release, including:

- The values used to generate the release
- The generated manifest file
- The notes provided by the chart of the release
- The hooks associated with the release

Usage:
helm get [command]

Available Commands:
all download all information for a named release
hooks download all hooks for a named release

(continues on next page)
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manifest download the manifest for a named release
notes download the notes for a named release
values download the values file for a named release

• 4. 1. ? 3. ??????????????????????

• 5. 4. ???????????????????3. ???????????

– -f ???????????????????????????????????????

– --set ????????????????????????

– --set-file ??????????????????????????????????

• 6. ???????????????????

3.5 Tips2. Helm??????????????

Helm??????????Prometheus????????????????????????????????

?????????????????????

helm get all prometheus -n monitor | less

Listing 15: ????????

1 NAME: prometheus
2 LAST DEPLOYED: Thu Jun 30 08:38:08 2022
3 NAMESPACE: monitor
4 STATUS: deployed
5 REVISION: 1
6 TEST SUITE: None
7 USER-SUPPLIED VALUES:
8 alertmanager:
9 persistentVolume:

10 enabled: false
11 extraScrapeConfigs: |+
12 - job_name: 'nginx-mesh-sidecars'
13 kubernetes_sd_configs:
14 - role: pod
15 **??**
16

17 COMPUTED VALUES:
18 alertRelabelConfigs: null
19 alertmanager:
20 **??**
21

22 persistentVolume:
23 accessModes:
24 - ReadWriteOnce
25 annotations: {}
26 enabled: false
27 **??**
28

29 extraScrapeConfigs: |+
30 - job_name: 'nginx-mesh-sidecars'

(continues on next page)
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31 kubernetes_sd_configs:
32 - role: pod
33 relabel_configs:
34 **??**
35

36 HOOKS:
37 MANIFEST:
38 ---
39 # Source: prometheus/charts/kube-state-metrics/templates/serviceaccount.yaml
40 apiVersion: v1
41 kind: ServiceAccount

• helm get all ???????????????????????

• helm ??????????? USER-SUPPLIED VALUES ???????

• COMPUTED VALUES ???????????????????????????????Template????????????????
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????????????????????????

4.1 1. NGINX Ingress Controller???

????????????????????NGINX Ingress Controller??????? ??????NIC?NAP WAF????Grafana
Loki???????????????Loki??????????????????????????????

cd ~/f5j-nginx-observability-lab/prep/nic
# for access observability tools
kubectl apply -f monitor-jaeger-vs.yaml
kubectl apply -f monitor-loki-grafana-vs.yaml
kubectl apply -f monitor-prometheus-vs.yaml

# for changing NIC custom log format
kubectl apply -f nic1-custom_log_format.yaml
kubectl apply -f nic2-custom_log_format.yaml

??????????????

kubectl get vs -A

Listing 1: ????????

1 NAMESPACE NAME STATE HOST IP PORTS AGE
2 monitor loki-grafana-vs Valid grafana.example.com 26s
3 monitor jaeger-vs Valid jaeger.example.com 32s
4 monitor prometheus-vs Valid prometheus.example.com 40s
5 staging bookinfo-vs Valid bookinfo.example.com 96s

kubectl get aplogconf,appolicy,policy -n staging

Listing 2: ????????

1 NAME AGE
2 aplogconf.appprotect.f5.com/logconf 83s
3

4 NAME AGE
5 appolicy.appprotect.f5.com/simple-ap 87s
6

(continues on next page)
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7 NAME STATE AGE
8 policy.k8s.nginx.org/waf-policy Valid 80s

???????????(Chrome)????????????URL??????????????????????????????

• Prometheus: http://prometheus.example.com:8080/

• Jaeger: http://jaeger.example.com:8080/

• Grafana: http://grafana.example.com:8080/
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4.2 2. Grafana Datasouce ???

??????????????????????? Chrome ????????URL????????

• http://grafana.example.com:8080/

??????????????

Grafana?????????????????????????

kubectl get secret --namespace monitor loki-grafana -o jsonpath="{.data.admin-
→˓password}" | base64 --decode ; echo

Listing 3: ????????

1 jFQSgKatKfJQ816K81qkPYIB2v6FvYjyAPE5mnpt

???? admin ???????????????????????????

???????? Configuration (??????) > DataSource ???? Add data source ???????????

4.2. 2. Grafana Datasouce ??? 35
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DataSource?Prometheus???????

URL ? http://prometheus-server ????? Save & test ???????????

36 Chapter 4. ????????????????????????
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DataSource?Jaeger???????
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URL ? http://jaeger-query:16686 ????? Filter by Trace ID ? Filter by Span ID ? Enable
Node Graph ??????????? ???? Save & test ????????????

38 Chapter 4. ????????????????????????
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Loki???????????????????????????????????????

4.2. 2. Grafana Datasouce ??? 39
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???????????????????NGINX Ingress Controller???????

# for access bookinfo application with NAP WAF / custom log format
kubectl apply -f simple-ap.yaml -n staging
kubectl apply -f ap-logconf.yaml -n staging
kubectl apply -f waf.yaml -n staging
kubectl apply -f staging-bookinfo-nap-vs.yaml
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NSM Lab????? bookinfo ?????????????????? ??? NSM ????????????????? ?????????

kubectl apply -f https://raw.githubusercontent.com/istio/istio/release-1.13/samples/
→˓bookinfo/platform/kube/bookinfo.yaml -n staging

kubectl get pod -n staging

Listing 4: ????????

1 NAME READY STATUS RESTARTS AGE
2 details-v1-7f4669bdd9-87hp5 2/2 Running 0 2m21s
3 productpage-v1-5586c4d4ff-mjsr9 2/2 Running 0 2m20s
4 ratings-v1-6cf6bc7c85-zzbsc 2/2 Running 0 2m21s
5 reviews-v1-7598cc9867-djmm8 2/2 Running 0 2m21s
6 reviews-v2-6bdd859457-gt6wb 2/2 Running 0 2m21s
7 reviews-v3-6c98f9d7d7-f8jk8 2/2 Running 0 2m21s
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?????????????????????????????

5.1 1. Dashboard?????

Grafana ??????? ? ????????????? Import ???????Dashboard?Import??????????

????????????????Dashboard?Import??????

43
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5.1.1 1. NIC Dashboard

Import?????????URL???????? Import via panel json ?????? Load ???????????

• GitHub NIC-Dashboard.json

Json????????????????????????? Prometheus ???Grafana?Datasource?? Prometheus ?????
Import ???????????

5.1.2 2. NSM Dashboard

Import?????????URL???????? Import via panel json ?????? Load ???????????

• GitHub NSM-Dashboard.json

Json????????????????????????? Prometheus ???Grafana?Datasource?? Prometheus ?????
Import ???????????

44 Chapter 5. ?????????????????????????????

https://raw.githubusercontent.com/BeF5/f5j-nginx-observability-lab/master/dashboard/NIC-Dashboard.json
https://raw.githubusercontent.com/BeF5/f5j-nginx-observability-lab/master/dashboard/NSM-Dashboard.json
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5.1.3 3. Loki Dashboard

Import?????????URL???????? Import via panel json ?????? Load ???????????

• GitHub Loki-Dashboard.json

Json????????????????????????? Loki ???Grafana?Datasource?? Loki ????? Import ???????????

5.2 2. ???????????

????????????????????????????

while : ; do echo "Demo Traffic Start!!" ; \
bash ~/f5j-nginx-observability-lab/demotraffic/attack-to-bookinfo.sh ; \
bash ~/f5j-nginx-observability-lab/demotraffic/dummy-access-to-bookinfo.sh ; \
bash ~/f5j-nginx-observability-lab/demotraffic/other-traffic.sh ; \
done ;

Listing 1: ????????

1 Demo Traffic Start!!
2 Thu Jul 7 12:11:53 UTC 2022
3 attack to bookinfo start
4 done
5 Thu Jul 7 12:12:13 UTC 2022
6 dummy access to bookinfo start
7 done
8 Thu Jul 7 12:12:33 UTC 2022
9 other traffic start

10 ... (?????)

5.3 3. ????????

5.2. 2. ??????????? 45

https://raw.githubusercontent.com/BeF5/f5j-nginx-observability-lab/master/dashboard/Loki-Dashboard.json
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Note: ?????????????????????????????? ???????????????????????????????????????????

5.3.1 1. NIC Dashboard

???? NIC ?????NIC???????????????? NIC ?????????

Success Rates Over Time ????????????????
• View : ?????????????????

46 Chapter 5. ?????????????????????????????
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• Edit : ?????????????????????????????????????????????? Apply ? Dashboard?????????
Save ??????????????????????? Discard ????????????

• Explore : ????????????

5.3. 3. ???????? 47
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• Inspect > Data : ?????????????

5.3.2 2. NSM Dashboard

48 Chapter 5. ?????????????????????????????
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5.3.3 3. Loki Dashboard

5.3. 3. ???????? 49
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5.3.4 4. Jaeger ???

5.4 Tips1. ??????????

Grafana ? Explore ?????????????????????????

50 Chapter 5. ?????????????????????????????
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5.4.1 Prometheus ????????

Metric Browser ???????Prometheus?????Metrics???????
Prometheus?PromQL?????????Metrics???????????????????? PromQL????????????????????????

• Prometheus Querying Functions

• Prometheus Querying Examples

5.4. Tips1. ?????????? 51

https://prometheus.io/docs/prometheus/latest/querying/functions/
https://prometheus.io/docs/prometheus/latest/querying/examples/
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5.4.2 Loki ????????

52 Chapter 5. ?????????????????????????????
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Loki?LogQL?????????Metrics???????????????????? LogQL????????????????????????

• Grafana Log queries

5.4. Tips1. ?????????? 53

https://grafana.com/docs/loki/latest/logql/log_queries/
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Log browser ???LogQL???????????? Ctrl + Enter ??? ????? Run query ?????????????????

???1: logtype securitylog ?????Bot??? curl ???????????

Listing 2: Log Query???

{namespace="nginx-ingress"} | json | logtype="securitylog" | bot_signature_name="curl"

{namespace=”nginx-ingress”} ??????????????
| json json ????????????
| logtype=”securitylog” logtype ? securitylog ????????
| bot_signature_name=”curl” bot_signature_name ? curl ????????

???2: logtype accessylog ?????grafana.example.com ???????

54 Chapter 5. ?????????????????????????????
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Listing 3: Log Query???

{namespace="nginx-ingress"} | json | logtype="accesslog" | server_name="grafana.
→˓example.com"

{namespace=”nginx-ingress”} ??????????????
| json json ????????????
| logtype=”accesslog” logtype ? accesslog ????????
| server_name=”grafana.example.com” server_name ? grafana.example.com ????????

???3: logtype accessylog ?????5?????????server_name ????????

5.4. Tips1. ?????????? 55
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Listing 4: Log Query???

sum by (server_name) (count_over_time(
{namespace="nginx-ingress"} | json | logtype="accesslog"
[5m]))

sum by (server_name)( ???????????????????????????
count_over_time( ??????????????
{namespace=”nginx-ingress”} ??????????????
| json json ????????????
| logtype=”accesslog” logtype ? accesslog ????????
[5m])) count_over_time ?????? (5m=5?)

5.4.3 Loki Promtail ??

Loki?????Promtail?????????????

????????????????????Loki??????????????????

Helm Chart? values.yaml config ?????????? Template ? secret.yaml ??????? Promtail ?????????????

???????????????????????????????

• Grafana Configuring Promtail

???????????????????????????????????????

56 Chapter 5. ?????????????????????????????

https://github.com/grafana/helm-charts/blob/main/charts/promtail/values.yaml#L237
https://github.com/grafana/helm-charts/blob/main/charts/promtail/templates/secret.yaml
https://grafana.com/docs/loki/latest/clients/promtail/configuration/
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????????? scrape_configs ?Log??????????????????????????????? scrape_configs ??????

????? loki-scrape-addvalue.yaml ? loki-scrape.yaml ????????????????????????

Syslog??????????? job_name: syslog ?Syslog????Log???????????????? ?Pod???????
job_name: kubernetes-pods ?????????

scrape_configs ???????????????????

• Scraping (Service Discovery)?

– ????????????

– Scrape???? Kubernetes ? Windows Event ? Journal(Linux) ? syslog ???????

– Scrape?????????????????????????????????????????????? Relabel ??????

– ???????????????? Grafana Configuring Promtail ? Grafana Promtail Scraping ?????????

• Relabel :

– ??????????????????????? ????????

– Scrape??????????????????????????????????? ???????2? (__) ???????????????

– ???????????????? Grafana Configuring Promtail ? Grafana Promtail Scraping ?????????

• Pipeline :

5.4. Tips1. ?????????? 57

https://grafana.com/docs/loki/latest/clients/promtail/configuration/
https://grafana.com/docs/loki/latest/clients/promtail/scraping/
https://grafana.com/docs/loki/latest/clients/promtail/configuration/
https://grafana.com/docs/loki/latest/clients/promtail/scraping/
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– ????????????????????????????????????Pipeline????Stage????????????????????????

– Pipeline ???? Grafana Promtail ?????????

– Stage ???????????? Grafana Promtail Stages ?????????

Pipeline ???????????????????? Stage? Parsing ? Transoform ? Action ? Filtering
?4?????????????????????????

• Parsing stages: ???????????????????

– docker: ??????Docker Format???????

– cri: ??????CRI Format???????

– json: ??????Json Format???????

• Transform stages: ?????????????????

– template: Go?Template??????????????

• Action stages: ?????????????????

– timestamp: ?????????????????

• Filtering stages: ???????????????????????????

– match: ?????????????????stage??????

??????????????????????Loki???????????
???????????????????????????

?Stage????????????????

58 Chapter 5. ?????????????????????????????

https://grafana.com/docs/loki/latest/clients/promtail/pipelines/
https://grafana.com/docs/loki/latest/clients/promtail/stages/
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????????????????Loki????????????

• NIC?Access Log(logtype accesslog)?NAP WAF?Log(logtype accesslog)?json???????????

• NAP WAF?Log?JSON??????????????????????????????????Access Log???

LogQL?????????????????????????????????????????

5.5 Tips2. ?????????????

• ??????????????????

– helm ??????????????

helm uninstall <resouce name> <-n namespace>

– kubectl ??????????????

kubectl delete <resource type> <resouce name> <-n namespace>
kubectl delete -f <yaml file> <-n namespace>

• ??????????????

– ???????????????????

curl -v -H "Host: bookinfo.example.com" "http://127.0.0.1/productpage" | grep "
→˓<title>"

– ???????????????

curl -v -H "Host: grafana.example.com" "http://127.0.0.1:8080/login" | grep "
→˓<title>"
curl -v -H "Host: prometheus.example.com" "http://127.0.0.1:8080/graph" | grep "
→˓<title>"
curl -v -H "Host: jaeger.example.com" "http://127.0.0.1:8080/" | grep "<title>"

5.5. Tips2. ????????????? 59
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– WAF???????????????

curl -v -H "Host: bookinfo.example.com" "http://127.0.0.1/productpage?a=<script>"

60 Chapter 5. ?????????????????????????????
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