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1.1 22?2

???UDF Supported Browsers and Clients

1.2.1 Windows Jump Host??RDP??



https://help.udf.f5.com/en/articles/3470266-supported-browsers-and-clients
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Windows Jump Host????22?2?22SSH Client????2?22222222222272222722??  ubuntu-ma

2277722222777 ¢

Note:



1.3 HELM????
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8 Chapter 1. ??



Listing 1: 27?77?77

Listing 2: 27?7?2277
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???797°°?°?7°??°?7?7?7

2.2 2. NSM??2?????

R97?7?77°°°°7?7?7?7

Listing 3: 77?7?2777

Listing 4: 7?77?7777

continues on next page

10 Chapter 2. NGINX NIC / NSM ?22??222??


https://github.com/nginxinc/nginx-service-mesh/blob/main/helm-chart/values.yaml

F5 Networks Japan Technical Information Documentation

(continued from previous page)

continues on next page
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66

67

68

70

Listing 5: 7?7?7777

R7??7?°°°°7?7?7?7

Listing 6: 7?77?7777




[ Y S

L e

e T N o

F5 Networks Japan Technical Information Documentation

P??7°?°?7°?°?7?7?7

Listing 7: 27?77?77

Listing 8: 77?7?2777

Listing 9: 77?7?7277
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Listing 10: 2?72?7777

Listing 11: 2?72?7777

| _

Listing 12: 2?7?7777

continues on next page

14 Chapter 2. NGINX NIC / NSM ?22??222??


https://f5j-nginx-ingress-controller-lab1.readthedocs.io/en/latest/class1/module2/module2.html#id1
https://github.com/nginxinc/kubernetes-ingress/blob/main/deployments/helm-chart/values.yaml
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(continued from previous page)

continues on next page
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(continued from previous page)

« 1-3777NSM??2??22?2?27?7777
* 6-97?7?NGINX Plus????????????Image?????7?7?
+ 12-13?777?NAP WAF??16-17?77?NAP DoS??7???7??77

» 19?7??Ingress Class??? nginx 7?7?7777

Listing 13: 7?7?7777

continues on next page

16 Chapter 2. NGINX NIC / NSM ?22??222??
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(continued from previous page)

P??79??7°???7°2?°?7°
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Listing 14: 2?77?7777

)

Listing 15: 2?7?7777

Listing 16: 77?7?7777

Listing 17: nginx.conf

continues on next page

18 Chapter 2. NGINX NIC / NSM ?22??222??
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???7°?°?7°??°?7?7?7

(continued from previous page)
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3.1 1. Prometheus?????

Listing 1: 22222272

continues on next page

21


https://prometheus.io/docs/introduction/overview/
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(continued from previous page)

» Prometheus CONFIGURATION kubernetes_sd_configs



https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
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Listing 2: 77?7?7277

Listing 3: 77?77?77

(continues on next page)
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(continued from previous page)
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47
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??7°??7°??°7°29?°?7°

Listing 4: 77?7?2777

Listing 5: 7?77?7777
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» Promtail Scraping
 Loki LogQL

Listing 6: 77?77?77

continues on next page

25



https://grafana.com/docs/loki/latest/clients/promtail/stages/
https://grafana.com/docs/loki/latest/logql/log_queries/
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(continued from previous page)

continues on next page
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(continued from previous page)

L]
—
@
N
(o))
-~
-~
-~
)
o

~N

~N
~N
~
~
~
~
~

N
o

«Q
~N
~N
~N
~
~
~

N
3
Q
=4
o
>

~N

~
~
~

N
Z
©
Z
X
-~
QO
Q
Q
[0)
0n
)]
—
O

Q
~
~
~N
~N
~N
~N
~N
~N
~
~
~
~
~
~

N

. 28-48??7710-267???7 match 2????NAP WAF? securitylog 22222222222227?

Listing 7:

 GitHub helm-charts/charts/loki-stack/

2?7°?7?7?°?°?7

+ GitHub helm-charts/charts/loki-stack/values.yaml

Listing 8:

297?°7?°7°°7°

continues on next page

27


https://github.com/grafana/helm-charts/tree/main/charts/loki-stack
https://github.com/grafana/helm-charts/blob/main/charts/loki-stack/values.yaml
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(continued from previous page)

??7°??7°??°7°2?°?7°

| _

Listing 9: 77?7?2777

Listing 10: ???7?7?7?7?

3.3 3. Jaeger?????

» JAEGER Getting Started

Listing 11: 22222222

continues on next page

28 Chapter 3. ?2?2?22222?222°2??7


https://www.jaegertracing.io/docs/next-release/getting-started/
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(continued from previous page)

+ GitHub helm-charts/charts/jaeger/

» GitHub helm-charts/charts/jaeger/values.yaml

Listing 12: 77?7?7777

R7???7°°?°27?7?7?7?

3.3. 3. Jaeger????? 29


https://github.com/jaegertracing/helm-charts/tree/main/charts/jaeger
https://github.com/jaegertracing/helm-charts/tree/main/charts/jaeger/values.yaml
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Listing 13: 7?7?7777

| _

Listing 14: 27?7?7777

— Prometheus helm-charts
— GitHub helm-charts/prometheus

— GitHub helm-charts/prometheus values.yaml
. 2. 2??7°°7?27?°7?7°??°7?7

o 3. ?2?2?7?7?°?72727°?????helm get R7?7?77°°°°7?27?7???°°7

continues on next page

30


https://prometheus-community.github.io/helm-charts/
https://github.com/prometheus-community/helm-charts/tree/main/charts/prometheus
https://github.com/prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
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(continued from previous page)

3.5 Tips2. Helm???2??2?2?2?????

Listing 15: ???7?77?7?

(continues on next page)

3.5. Tips2. Helm?2??2222?2?22??? 31



F5 Networks Japan Technical Information Documentation

(continued from previous page)
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4.1 1. NGINX Ingress Controller???

R9???7°°°°7?7?7?7
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Listing 1: 22?22?77

» Prometheus: http://prometheus.example.com:8080/


http://prometheus.example.com:8080/
http://jaeger.example.com:8080/
http://grafana.example.com:8080/
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http://grafana.example.com:8080/
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Listing 2: 77?77?77

|


http://prometheus-server
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4.2. 2. Grafana Datasouce ???



F5 Networks Japan Technical Information Documentation

38


http://jaeger-query:16686
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4.2. 2. Grafana Datasouce ???



1%3 ;} 22927229922 2922297977
F5 Networks Japan Te¢hnitdl Ihfornfation*Dbcumentation

40 Chapter 4. 2?2?2222292222?292?2??77?9
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P??7°?°?7°???7?9?°?7°

Listing 3: 77?7?2777

Listing 4: 77?7?2777

Listing 5: 7?77?7777

41


https://f5j-nginx-service-mesh.readthedocs.io/en/latest/class1/module03/module03.html#id1
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42 Chapter 4. 22222222222222222222222?



5.1 1. Dashboard?????




F5 Networks Japan Tecﬁn%gx'f'fjnqy'sml\gi%%s o%%rrcrj'ig't?&tion

r

Prometheus 777 ! ol Prometheus

Json??7???????9?9?7?7777°?????7  Prometheus ?7?7?Grafana?Datasource?? Prometheus ?7777

44 Chapter 5. 2727272722727?22222222?2272?2?22?7?9


https://raw.githubusercontent.com/BeF5/f5j-nginx-observability-lab/master/dashboard/NIC-Dashboard.json
https://raw.githubusercontent.com/BeF5/f5j-nginx-observability-lab/master/dashboard/NSM-Dashboard.json

N AN aF O O N N N O O O O 4 O G Ol G O G A A 4 A 4 SN 4N 4N 4

5.1.3 3. Loki Da



https://raw.githubusercontent.com/BeF5/f5j-nginx-observability-lab/master/dashboard/Loki-Dashboard.json
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Note:

R??7??79?2??2???72??????7???7?7° 2??????72??7?9??72??7?7°??72??7?°??7°??7°2°??7°??°?7°??7?7?7

5.3.1

1. NIC Dashboard
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« Inspect > Data : ???22772227272

48
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5.3.3 3. Loki Dashboard

49
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5.3.4 4. Jaeger ???

50
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» Prometheus Querying Examples

5.4. Tips1_ 2922227997229


https://prometheus.io/docs/prometheus/latest/querying/functions/
https://prometheus.io/docs/prometheus/latest/querying/examples/
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» Grafana Log queries

F5 Networks Japan Technical Information Documentation

5.4. Tips1_ 29222999229


https://grafana.com/docs/loki/latest/logql/log_queries/
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Listing 3: Log Query?7??

{namespace="nginx-ingress”} ?97°°2?90°997°°7

| json json ??77?77°77777

| logtype="accesslog” logtype ? accesslog 7?77?7777

| server_name="grafana.example.com” | server_name ? grafana.example.com 7?77?7777

5.4. Tips1. 2222222222
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5.4.3 Loki Promtail ??
Listing 4: Log Query?7??

R°222727272222227222222922222222222°2
"""""""" FVVVVVV79?°?9??00???7?27?7??7°°7

(NaS3Ra0, DI IREIS55 30 PRI

...................... PP EL LIty
| json json 277777777771

| logtype="accesslog” logtype ? accesslog ????777?7
[5m]) count_over_time ???7?? (5m=57?)

56 Chapter 5. 272722722727?2222272227?2272?2?272?7?9


https://github.com/grafana/helm-charts/blob/main/charts/promtail/values.yaml#L237
https://github.com/grafana/helm-charts/blob/main/charts/promtail/templates/secret.yaml
https://grafana.com/docs/loki/latest/clients/promtail/configuration/
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https://grafana.com/docs/loki/latest/clients/promtail/configuration/
https://grafana.com/docs/loki/latest/clients/promtail/scraping/
https://grafana.com/docs/loki/latest/clients/promtail/configuration/
https://grafana.com/docs/loki/latest/clients/promtail/scraping/
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. Parsing Stages: bbbk il irl i

e Transform Stages: 2?72?72°72?2??2?????7?

* Action Stages: 222??72?7?72?2?27?77?7

- timestamp: R2???72?7????°7°?72°?7?27?

- Filtering stages: ??2222222222222222222222227

58


https://grafana.com/docs/loki/latest/clients/promtail/pipelines/
https://grafana.com/docs/loki/latest/clients/promtail/stages/

o 200777?°7°7°7???°?7

— 077°??7°??7??°?7°

5.5. Tipsz_ 299977777977
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60 Chapter 5. 272227272722222229222?27222?2?222?7?7?
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